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Muchgrange NS
Data Protection (GDPR) Policy 2025
1. Introductory Statement
This policy sets out how Scoil Naomh Mhuire (Board of Management, staff, etc.) handles, stores and processes personal data in accordance with:
· The General Data Protection Regulation (EU) 2016/679 (GDPR),
· The Data Protection Act (2018), and
· Guidance from the Data Protection Commission’s Toolkit for Schools. 
It applies to all personal data held by the school in whatever form (paper, electronic), including staff, pupils, parents/guardians, and any others with whom the school interacts.
2. Scope
This policy applies to all staff, the Board of Management, pupils, parents/guardians, and other individuals whose personal data the school processes. It covers data collected during enrolment or engagement with the school, usage on the school website and communications, and any other processing activities.
Data will be stored securely, so that confidential information is protected in compliance with relevant legislation. This policy sets out the way personal data and special categories of personal data will be protected by Scoil Naomh Mhuire operates in relation to Data Protection. 
DATA PROTECTION PRINCIPLES The school BoM is a data controller of personal data relating to its past, present and future staff, students, parents/guardians and other members of the school community. As such, the BoM is obliged to comply with the principles of data protection set out in the Data Protection Acts 1988 to 2018 and GDPR, which can be summarised as follows: 1. Obtain and process Personal Data fairly Information on students is gathered with the help of parents/guardians and staff. Information is also transferred from their previous schools. In relation to information the school holds on other individuals (members of staff, individuals applying for positions within the School, parents/guardians of students, etc.), the information is generally furnished by the individuals themselves with full and informed consent and compiled during the course of their employment or contact with the School. All such data is treated in accordance with the Data Protection legislation and the terms of this Data Protection Policy. The information will be obtained and processed fairly.
3. Data Controller & Data Protection Officer (DPO)
· The Data Controller is the Board of Management of Muchgrange NS.
· The school has appointed a Data Protection Officer (DPO) who is responsible for monitoring and ensuring compliance with data protection laws. This role will be undertaken by the Principal teacher. All breaches are logged and reported to the DPO.
4. Data Protection Principles
In processing personal data, Scoil Naomh Mhuire will adhere to the following principles (as per GDPR Article 5 and related legislation):
1. Lawfulness, fairness and transparency.
2. Purpose limitation – data collected for specified, explicit, and legitimate purposes, and not processed in ways incompatible with those purposes.
3. Data minimisation – only data necessary for each purpose is collected.
4. Accuracy – personal data is kept accurate and up to date.
5. Storage limitation – data not kept longer than necessary for the purposes for which it was collected.
6. Integrity and confidentiality – appropriate security of personal data, protecting against unauthorised or unlawful processing, accidental loss, destruction or damage.
7. Accountability – the school is responsible for, and must be able to demonstrate, compliance with these principles. 
5. Lawful Basis for Processing Data
The school will identify and document the lawful basis under GDPR for every processing activity. These may include:
· Legal obligation (statutory or regulatory requirements)
· Performance of tasks in the public interest or exercise of official authority,
· Legitimate interests (where appropriate),
· Consent (especially for optional processing activities, e.g. publication of pupil work or images) 
When processing special category data (for example health, religious beliefs, etc.), additional conditions under Article 9 GDPR must be satisfied.
6. Specific Practices in Our School
To be clear about how Scoil Naomh Mhuire implements the above in our context:
	Practice
	What we do

	Website / Pupil Work & Achievements
	We display pupils’ work and achievements on the school website. We do not publish children’s full names with their work or images to protect identity.

	Future use of Instagram / Social Media
	When we set up a school Instagram account (or other social media), we will seek parental consent for use of images. We will ensure children’s names are not used in captions or associated publicly with images unless explicit, informed consent is given.

	Email Communication
	School email accounts are used to contact parents, staff, and other relevant parties. Any personal data sent or stored in emails is handled secure, respecting data minimisation and confidentiality.

	Bank Details
	We do not store bank details of parents or staff. Payments can be made to the school directly by Bank Transfer. 

	Databiz App
	We use the Databiz app for school reports and recording absenteeism. We ensure that this third-party processor complies with GDPR requirements, with data processed only for necessary purposes, and only by authorised users.

	Breach Logging & Reporting
	Any personal data breach (actual or suspected) is logged. The school reports breaches to the Data Protection Officer, who will assess whether the breach must be notified to the Data Protection Commission. We follow legal timelines for notification. Breaches are to be securely logged within school and reported to the DPC via the online portal  https://forms.dataprotection.ie/breach-notification 


7. Consent
· Consent will be freely given as part of enrolment at Scoil Naomh Mhuire, specific, informed, and unambiguous for processing where it is required (such as publishing images or using social media). 
· For pupils, parental/guardian consent is required where relevant.
· Individuals have the right to withdraw consent at any time on request. We will make it clear how this can be done. An opt-out option will be provided.
8. Rights of Data Subjects
Individuals (pupils, staff, parents) have rights under GDPR, including but not limited to:
· Right to be informed (what data is being collected, for what purpose),
· Right of access (to their personal data),
· Right to rectification (correct inaccuracies),
· Right to erasure under certain circumstances,
· Right to restrict processing,
· Right to data portability (where applicable),
· Right to object to certain processing (e.g. marketing, or processing based on legitimate interests),
· Right to withdraw consent where that is the basis for processing.
The school will have procedures in place for handling requests to exercise these rights in accordance with statutory timeframes.
9. Data Sharing & Third Parties
· Data will only be shared with third parties where required by law, or where necessary for educational purposes, or when appropriate parental consent has been obtained.
· Any third-party processor (e.g. Databiz app, DOTS, Accelerated Reader) must have a written Data Processing Agreement in place (as required by GDPR Article 28), ensuring they adhere to data protection standards.
10. Retention of Data
· Personal data will be retained only for as long as necessary for the purpose(s) for which it was collected.
· After that, data will be securely deleted or disposed of in accordance with DES guidelines or other relevant legal requirements.
11. Security Measures
We will implement technical and organisational measures to protect personal data, including:
· Strong password policies and secure access controls.
· Encryption or similar protections where appropriate.
· Secure storage of any paper records.
· Restricting access to data to those who need it.
· Training/awareness for staff on data protection.
· Regular review of security practices.
· Ensure that data stored is adequate, relevant and not excessive
· All new Teacher Laptops are protected by PIN code. 
12. Data Protection by Design & by Default
From the planning stage of any new project involving personal data (such as the Instagram account, website enhancements, or app services), privacy implications will be considered. We will build in data protection safeguards by default, ensuring minimal data collection, limiting who sees data, etc.
13. Breach Notification Procedures
· All staff must report suspected or actual data breaches immediately to the DPO.
· The school maintains a breach register / log. Kept securely in the Principal’s Office in GDPR box file. This will contain all resources and information needed by staff to monitor and report GDPR concerns. 
· The DPO will assess the risk: if the breach is likely to result in a risk to individuals’ rights and freedoms, the Data Protection Commission will be notified within 72 hours after becoming aware. If high risk, affected individuals will also be informed without undue delay.
14. Monitoring, Review & Accountability
· This policy will be reviewed at least annually (or sooner if laws or school processes change).
· Audits will be conducted periodically to ensure compliance (e.g. check who has access to what data, how consent was obtained, etc.).
· The Board of Management and the Principal have ultimate responsibility for ensuring compliance.

15. Complaints & Queries
If any parent, pupil, staff member or other individual has concerns or complaints about how their personal data is handled, they should contact the Principal or the DPO. If unsatisfied, they may contact the Data Protection Commission.
Keep Personal Data accurate, complete and up to date 
Students, parents/guardians, and/or staff should inform the school of any change which the school should make to their personal data and/or sensitive personal data to ensure that the individual’s data is accurate, complete and up-to-date. Once informed, the school will make all necessary changes to the relevant records. Records must not be altered or destroyed without proper authorisation. If alteration/correction is required, then a note of the fact of such authorisation and the alteration(s) to be made to any original record/documentation should be dated and signed by the person making that change.
Retain it no longer than is necessary for the specified purpose or purposes for which it was given: As a general rule, the information will be kept for the duration of the individual’s time in the school. Thereafter, the school will comply with DES guidelines on the storage of Personal Data relating to a student. In the case of members of staff, the school will comply with both DES guidelines and the requirements of the Revenue Commissioners with regard to the retention of records relating to employees.
CCTV IMAGES/RECORDINGS: The purpose of these cameras are to access recordings in the event of a break in and are not used to monitor behaviour or record incidences within school hours. Images/recordings may be viewed or made available to An Garda Síochána pursuant to Data Protection Acts legislation. Images/recordings are stored These CCTV systems may record images of staff, students and members of the public who visit the premises. 
Policy Review:
The policy should be reviewed and, where appropriate, updated at least every two years. The results of this review should be approved and noted in the minutes of the board.


Adopted by board of management on [date].

Signed by the Chair on behalf of the board of management.
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